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Routing
w OSPFv2/v3 with graceful restart, BGP with graceful restart, Static routing
w Policybased routimgy
w Multicast : PIMSM, PIMSSM, IGMPv1, v2, andv3
w Bidirectional Forwarding Detection (BFD)
IPv6
w support
IPsec VPN

w Key exchange : Manual key, IKEvl and IKEv2sfamed key, certificatdased
authentication)

w Encryption : 3DES, AES ((8192-bit,256-bit)

w Authentication: MD5, SHA, SHA256, SHA384, SHA12
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VLANSs
w 802.1g VLAN tags per device: 4,094 / 4,094
w Aggregate interfaces (802.3ad), LACP

Network Address Translation (NAT)
w NAT modes (IPv4) static IP, dynamic IP, dynamic IP and port (port ragsl
translation)
w NAT64, NPTVv6
w Additional NAT features Dynamic IP reservation, tunable dynamic IP and port
oversubscription

High Availability Modes
w Active/Active, Active/Passive
w Failure detection: Path monitoring, interface monitoring

4.2.1.7.2/ Sy G M&bfcontentfiltering
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Adult / Abortion Websites pertaining to abortion data, information, legal issues, and organizations
u
Mature Advocacy This category caters to organizations that campaign or lobby for a cause by build
Content Organizations | public awareness, raising support, influencing public policy, etc.
Alcohol Websites which legally promote or sell alcohol products and accessories.
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Websites that provide information about or promote religions not specified in
Traditional Religions or other unconventional, cultic, or folkloric beliefs and practi

Alternative ; : :

Beliefs Sites that promote or offer methods, means of instruction, or ettesources to affeci
or influence real events through the use of spells, curses, magic powers, satanic
supernatural beings.

Websites that allow individuals to make contact and communicate with each othe

Dating over the Internet, usually with the objective of developing a personal, romantic, ot
sexual relationship.

. Sites that cater to gambling activities such as betting, lotteries, casinos, including

Gambling . e : o
gaming information, instruction, and statistics.

Lingerie and Websites that utilizes images of semide models in lingerie, undergarments and

Swimsuit swimwear for the purpose of selling or promoting such items.

.. Sites that provide information about or promote the cultivation, preparation, or us

Marijuana N
marijuana.

Nudity and Mature content websites (18+ years and over) that depict the human body in full

Risque partial nudity without the intent to sexually arouse.

Other Adult Mature content websites (18+ years and over) that feature or promote sexuality, ¢

Materials clubs, sex shops, etc. excluding sex education, without the intent to sexually arou
Mature content websites (18+ years and over) which present or display sexual ag

Pornography

with the intent to sexually arouse and excite.

Sex Education

Educational websites that provide information or discuss sex and sexuality, witho
utilizing pornographic materials.

Sports Hunting
and War Games

Web pages that feature sport hunting, war games, paintball facilities, etc. Include
related clubs, oyanizations and groups.

Tobacco

Websites which legally promote or sell tobacco products and accessories.

Weapons (Sales|

Websites that feature the legal promotion or sale of weapons such as hand guns,
knives, rifles, explosives, etc.

File Sharing and

Websites that permit users to utilize Internet servers to store personal files or for

Bandwidth

Consuming

Storage sharing, such as with photos.

Freeware and | sites whose primary function is to provide freeware and software downloads. Cel
Software phone ringtones/images/games, computer software updates for free downloads g
Downloads included in this category.

Internet Radio

and TV Websites that broadcast radio or TV communications over the Internet.

Internet

Telephony Websites that enable telephone communications over the Internet.

Peerto-peer File
Sharing

Websites that allow users to share files and data storage between each other.

Streaming Medié
and Download

Websites that allow the downloading of MP3 or other multimedia files.

Armed Forces

Websites related to organized military and armed forces, excluding civil and extre
military organizations.

General
Interest-

Business

Sites sponsored by or devoted to business firms, business associations, industry
groups, or business in general. Information Technology companies are excluded
category and fall in Information Technology.

Business

Charitable

Organizations

Sites for organizations that are set up with a mission that serves a public purpose
are philanthropic in nature. This category excludes advocacy or political organiza
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Finance and
Banking

Financial Data and Servicesites that offer newsrad quotations on stocks, bonds,
and other investment vehicles, investment advice, but not online trading. Includeg
banks, credit unions, credit cards, and insurance. Mortgage/insurance brokers ap
here as opposed to Brokerage and Trading.

General
Organizations

Sites that cater to groups, clubs or organisations of individuals with similar intereg
either professional, social, humanitarian or recreational in nature. Social and Affili
Organizations: Sites sponsored by or that suppomféer information about
organizations devoted chiefly to socializing or common interests other than
philanthropy or professional advancement.Not to be be confused with Advocacy
Groups and Political Groups.

Government ang

Government: Sites sponsored by branches, bureaus, or agencies of any level of
government, except for the armed forces, including courts, police institutions, city

Legal level government institutions. Legal Organizations: Sites that discuss or explain I
Organizations | various government entities.

Information Information Technology peripherals and services, cell phone services, cable
Technology TV/Internet suppliers.

Information and

Computer Sites that provide information about or free downloadable tools for computer secy
Security but not ordinary Freeware and Software downloading.

Online Meeting

Sites that enable hosting of meetings, screen sharing and collaboration of docum
across the Iternet.

Remote Access

Sites that facilitate authorized access and use of computers or private networks
remotely across the Internet.

Search Engines
and Portals

Sites that support searching the Web, news groups, or indices/directories. Sites ¢
search engines that provide info exclusively for shopping or comparing prices,
however, fall in Shopping and Auction.

Secure Websites

Sites that institute security measures such as authentication, passwords, registra
etc.

General
Interest-
Personal

Web Analytics | Sites that are used to collect and assess web traffic data.
Sites of organizations that provide hosting services, odémel domain pages of Wel
Web Hosting communities.
Web-based Sites that mimic desktop applications such as word processing, spreadsheets, an
Applications slide.show presentations.
Sites that provide advertising graphics or other ad content files, including ad serv
(domain name often with 'ad.’, such as ad.yahoo.com). If a site is mainly for onlin
transactions, it is rated as Shopping and Auctions. Inclpdgs$o-surf and affiliated
Advertising advertising programs.

Arts and Culture

Websites that cater to fine arts, cultural behaviors and backgrounds including
conventions, artwork and paintings, music, languages, customs, etc. Also include]
institutions such as museums, libraries and historic sites. Sites that promote histo
cultural heritage of certain area, but not purposely promoting travel.

Auction

Websites that feature otine promotion or sale of general goods and services such
electronics, flowers, jewelry, music, etc, excluding real estate. Also includ@seon
auction services such as eBay, Amazon, Priceline.

Brokerage and
Trading

Sites that support active trading of securities and management of investments. R
estate broker does not apply here, and falls within Shopping and Auction. Sites tHh
provide supplier and buyer info/ads do not apply here either since they do not pro
trading activities.

Child Education

Websites developed for children age 12 and under. Includes educational games,
organizations and schools. Note that children's hospitals are rated as Health.
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Content Servers

Websites that host servers that distribute content for subscribing websites. Includ
image and Web servers.

Digital Postcards

Sites for sending/viewing digital post cards.

Domain Parking

Sites that simply are place holders of domains without meaningful content.

Dynamic Conten

URLSs that are generated dynamically by a Web server.

Education

Educational Institutions: Sites sponsored by schools, other educational facilities g
non-academic research institutions, and sites that relate to educational events anc
activities. Educational Materials: Sites that provide information about, sell, or proy
curriculum materials. Sites that direct instruction, as well as academic journals an
similar publications where scholars and professors submit academic/research arti

Entertainment

Sites that provide information about or promote motion pictures, Argews radio and
television, music and programming guides, books, humor, comics, movie theatres
galleries, artists or review on entertainment, and magazines. Includes book sites
havepersonal flavor or extramaterial by authors to promote the books.

UFOs, fortune telling, horoscopes, fen shui, palm reading, tarot reading, and gho

Folklore stories.
Sites that provide information about or promote electronic games, video games,
computer games, rokplaying games, or online games. Includes sweepstakes and
giveaways. Sport games are not included in this category, but time consuming
mathematic game sitethat serve little education purpose are included in this
Games category.
Sites that provide information about or promote Buddhism, Bahai, Christianity,
Christian Science, Hinduism, Islam, Judaism, Mormonism, Shinto, and Sikhism, g
Global Religion | as atheism.
Sites that provide information or advice on personal health or medical services,
procedures, or devices, but not drugs. Includes-kelp groups. This category includ
Health and cosmetic surgery providers, children's hospitals, but not sites of medical caretfpr
Wellness which fall in Society and Lifestyle.
Instant
Messaging Sites that allow users to communicate in rgiate over the Internet.
Sites that offer information about or support the seeking of employment or
Job Search employees. Includes career agents and consulting services that provide job posti
Meaningless This category houses URLs that cannot be definitively categorized due to lack of
Content ambiguous content.
Prescribed Medications: Sites that provide information about approved drugs and
medical use. Supplements and Unregulated Compounds: Sites that provide
information about or promote the sale or use of chemicals not regulated by the FI
(such as naturdl occurring compounds). This category includes sites of online
Medicine shopping for medicine, as it is a sensitive category separated from regular shopp

News and Media

Sites that offer current news and opinion, including those sponsored by newspap
generalcirculation magazines, or other media. This category includes TV and Rag
sites, as long as they are not exclusively for entertainment purpose, but excludes
acadenic journals. Alternative Journals: Online equivalents to supermarket tabloid
and other fringe publications.

Newsgroups anc
Message Boardg

Sites for online personal and business clubs, discussion groups, message boardg
list servers; includes 'blogs' and 'mail magazines.'

Personal Privacy

Sites providing online banking, trading, health care, and others that contain persqg
privacy information.
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Personal Websites that contain information on private use or sale of autos, boats, planes,
Vehicles motorcycles, etc., including parts and acsases.
Personal

Websites and
Blogs

Private web pages that host personal information, opinions and ideas of the owne

Sites that are sponsored by or provide information about political parties and inte

Political groups focused on elections or legislation. This is not to be confused with Govern
Organizations |and Legal Organizations, and Advocacy Groups.
Real Estate Websites that promote the sale or renting of real estate properties.

Websites that provide general reference data in the form of libraries, dictionaries,
Reference thesauri, encyclopedias, maps, directories, standards, etc.

Restaurant and
Dining

Websites related to restaurants and dining, includes locations, food reviews, reciy
catering services, etc.

Websites that feature otine promotion or sale of general goods and services such
electronics, flowers, jewelry, music, etc, kxding real estate. Also includes-tine

Potentially
Liable

Shopping auction services such as eBay, Amazon, Priceline.
A social networking site is a platform to build social networks or social relations al
people who share similar interests, activities, backgrounds orlifeatonnections. A
social network service consists of a representation of each user (often iteprbfs or
her social links, and a variety of additional services. Social network sites atieaset)
Social services that allow individuals to create a public profile, create a list of users with
Networking whom to share connections, and view and cross the connectiotinathe system.
Society and This category contains sites that deal with everyday life issues and preferences s
Lifestyles passive hobbies (gardening, stamp collecting, pets), journals, blogs, etc.
Includes sites that pertain to recreational sports and active hobbies such as fishin
hunting, jogging, canoeing, archery, chess, as well as organized, professional an
Sports competitive sports.
Websites in this category feature travel related resources such as accommodatio
transportation (rail, airlines, cruise ships), agencies, resort locations, tourist
Travel attractions, advisories, etc.
Sites that host Web chat services, or that sogir provide information about chat
Web Chat via HTTP or IRC.
Web-based
Email Sites that allow users to utilize electronic mail services.
Websites that have been verified by the Internet Watch Foundation to contain or
distribute images of no@dult children that are depicted in a state of abuse.
Child Abuse Information on the Internet Watch Foundation is available at http://www.iwf.org.uk

Discrimination

Sites that promote the identification of racial groups, the denigration or subjection
groups, or the superiority of any group.

Drug Abuse

Websites that feature information on illegal drug activities including: drug promoti
preparation, cultivation, trafficking, distribution, solicitation, etc.

Explicit Violence

This category includes sites that depict offensive material on brutdiégth, cruelty,
acts of abuse, mutilation, etc.

Extremist Group;

Sites that feature radical militia groups or movements with aggressive anti
government convictions or beliefs.

Websites that depict illicit activities surrounding the unauthorized modification or

Hacking access to programs, computers, equipment and websites.

Websites that feature information, methods, or instructions on fraudulent actions
lllegal or unlawful conduct (norviolent) such as scams, counterfeiting, tax evasion, petty the
Unethical blackmail, etc.
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Plagiarism Websites that provide, distribute or sell school essays, projects, or diplomas.
Websites that provide information or tools on how to bypass Internet access cont
Proxy Avoidance and browse the Web anonymously, includes anonymous proxy servers.

Sites that utilize dynamic DNS services to map a Fully Qualified Domain Name (H
to a specific IP address or set of addresses under the control of the site owner; th
Dynamic DNS | are often used in cyber attacks and botnet command & control servers.

Sites that host software that is covertly downloaded to a user's machine to collect
information and monitor user activity, and sites that are infected with destructive ¢

Malicious malicious software, specifically designed to damage, disrupachtor manipulate

Websites computer systems without the user's consent, such as virus or trojan horse.
Security | Newly Observed| Domains that are newly configured or newly active, but not necessarily newly
Risk Domain registered.

Newly

Registered

Domain Domains that were very recently registered.

Counterfeit web pages that duplicate legitimate business web pages for the purpd
Phishing eliciting financial, personal or other private information from the users.

Websites or webpages whose URLs are found in spam emails. These webpages
Spam URLs advertise sex sites, fraudulent wares, and other potentially offensive materials.

Unrated [Not Rated Sites not yet analyzed/categorized are considered unrated.
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4.2.2.1.1 Zabbix Agent
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11 TFENAIFIRSYAS ySLkajeéeddzeS Fyia OAlFRydz af dzOo6 d
zriadenie pomocou ICMP protokolu. Tak akoIMN LJF RS ¢/ t Wi NIaddy 2B U2 OB\
ICMP& | & 2R21 g& o
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hoN} TH 12 18MyyFINI OG NHz] G g NI O & f
t2LIAa aAaYSMNR Ol 620 0

~koly typu X:

Lt aSO LINASLHzaly2aU R2 mDoAlKaA

-%E NRA L RSYAS N lriadlayefoa B A0Sy dan f y SK2

- Porty: 8x 10/100/1000 BaseT Ethernet, 2x SFP Gigabit Ethernet uplink

-t 2RLIZ NI nndc =[! b3l RNYSED {LYSR yZiNiln ta2 9 Yy I FOS

- Podpora 802.1x, DHCP snooping, ARP inspection a port security

~ 1 avbweA, B.C:
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LtaSO LINAR T IFLydziedOK v2{ LINASLMHzaGy2a0 R2 nHna
-%l NAFRSYAS NAFRSYS 1T OSyidN}IfySKz2z NALIRE
- Porty: 8x 10/100/1000 Bag Ethernet, 2x SFP Gigabit Ethernet uplink

-t 2RLIE2N}Y nndc [ !'bX YAYAYtLEYS ynnn al!/ | RNRS
- Podpora 802.1x, DHCP snooping, ARP inspection a port security

puf
O«
(0p))
A
N

~ 1 _2vpweD,E,F:

LtaSO LINR T LydzieOK vs2{ LINASLMzGy2a0 R2 wmMnna
-%E NRA L RSYAS N lridadlayefoa B A0Sy f y SK2

- Porty: 8x 10/100/1000 BaseT Ethernet, 2x SFP Gigabit Ethernet uplink

-t 2RLI2NY nndc [ !'bX YAYAYtEYS ynnn al!/ | RNRS

- Podpora 802.1x, DHCP snooping, ARP inspegtommt security

PNS LINsWitcld)

- NAFRSYAS 2SS NindiabBeSof 8 41 SO8aPG NI f Yy SK2

- Porty: 8x 10/100/1000 BaseT Ethernet, 2x SFP Gigabit Ethernet uplink

-t 2RLIZNY nndgc =[!bX YAYAYHEYS ynnn a!/ FFRNRAS
- Podpora802.1x, DHCP snooping, ARP inspection a port security.

WIFILININELJ2 @é 62 R): 0 0O0Saa LRAYI

- Zariadenie vyhovuje norme ETSY& L2 @2t Sy A S SlovenskdeBudlikeR 1 | dz &
-%E NRAFRSYAS LI YyS Yyl O20GSuyS OSyidNlIfyey NR
-MBRMnankMnASEM NI NN

-al EAYHEYE LIR6SUE LINA LR 2BNBDRINDYNS yaiR/O RIKNRD
-PodporaWiFiO( I Yy R NR2 @ L 9 9 9EEFK 802.1m MEEEIB02. 11 aIEEEHSG2.11g,

IEEE 802.116 F O R2 ycc aodlJo AJNDo HpDdd LMWR YRZIAdDI T LI}
G§SOKYy2fs53A1X LRRLEZNI 5C{X uwn 2 nn all {IFytHt
-LYGSaNg@AISys® a2z 1 Aal2Y HR.A LINB wXIn DIT L}*aAay

-t 2 RLIZ N> O\ FINER N jyeBd&R KBS 128 bit

-PodlJ2 NIt 2090 | Ly2FS0RKH/diz

- Podpora 802.1X, RADIUS authentication, authorization, and accounting (AAA), 802.11r,
802.11i

-1 95 AYRA{LtOAlF 2LISNISYSK2 aidl @dz

bl f21tfye0OK /t9 06dz2RS dzyaASadySye {{[ OSNIATFA
9/ SNIATALINANB RRSS @d g IONEr dzIQNAUIRR E (O RER 1 | NI
(automaticky otvoreh strt nka (redirect) ®znt Y S y NRWod# zablokovania)
OV I LINDW2{ Ot §085AYSK2 gi21dz ¥ IOSNIUINRY ey 1o
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alJt NI YSGNI YA LISHY'SKK2a ANAMMRZ2S YRR OGNS0yt | LX A4
LINE 0ST &6 ¥ A & WiFia f dzOA S o

4.2.3.1.1 SSIDWiFia A SG N

tNE T10STLIS6SYAS S10OACHESyliySK2 LINALR2SyALl
11 OK2g U 20R20NES RSIHBYIAGS yREG 210 S 2NI NI G+ NI 5| GBSty
LR2ONBOYS 12yFAIdzNI 6yS NRIRStEAU Rt G2wWF LINB G
teecKy2f s 3At OK TylFYSyt FLXEA120F0 ylFadglk@SyAl LINE

1 SSIEDU_PRIHLASENIE - ekvivalent KLAN 1 & AN 2

1 SSIEDU_CERTIFIKAT - ekvivalent AN 1 4 AN 2

1 SSIEDU_SPEC - ekvivalent KLAN 4

f SSIEDU_HOST -OLIS @A tLINYN & (G dzL) LINB yt @04
{{L5 a9&! ywlh{ce
t NAYH NYy2dz Fdzy] OA2dz { { L 5sietiOEDUNENSK{at LINNS: (i dANDX SIf X
T+t1fFRYSK2 NBI &Rd&d: SR/ESEHKARK i LRKRAJ  OLISOATALL O.
/ Sy (i BDUNEIBK.
"6S8t2y (8202 NORYRYI @SyowONBWYN|2Y Ol12t& o
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R2 & 0dzLly @ OK LJbl@edEd B ES/sh 5D ONE YSK.
¢2i2 {{L5 28 Y20yS LERRUIFI yI LR2OAIRIyyx& O] 2fte
Overovanie OPEN + DISCLAIMER

{282t Sy 12[9b PgeoNlyS T RNREeS R2aildLly

al2YdzyAllF6yS LINRG212Ft& Tt
Traffic shaping max. 64 kbps na session, max. 1 Mbp$84D na lokalite
Lt FRNBaye a LI2f 26y é EDBIETOSGG 25@ IR &ddes pre jedr
01 2f dz
al E®d 61 & LIN 60 min
LI2 @2t Syé LINNaiddzd T {{L5 9
EDUNETSK a % sieti Interne
Security ; ! “t[)} ' Iyé LINNaudzd | { {WiHa 0S5

YILR2@IYyAS OStSe Rtaz2@Se LN
LAN pre transport v sieEDUNETSK

QoS QoS 6, CoS 6
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SSID EDU_PRIHLASENIE
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